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AIX or Linux LDAP Integration
with IBM Security Directory Server

You can use IBM Security Directory Server (ISDS) to provide centralized user, group, and password management for your
AlX or Linux systems. This solution can significantly reduce the complexity and effort involved in managing users, groups,
and passwords as an AlX or Linux environment grows.

This service provides a “native” implementation of LDAP. This implementation uses the native operating system components
of each operating system to provide the solution. Since it is a native solution, there are no 3rd party licensing costs involved.

When an AlX or Linux system is configured to use LDAP with ISDS, users can use their ISDS password for both AIX or Linux
system login. If the pass-through authentication feature of ISDS is configured, users can alternatively use the Windows

network login password for AlX or Linux system login. Applications and system components on AIX and Linux can define user
access by using group membership defined in ISDS.



Technical Details

RFC2307AIX compatibility — because ISDS provides
RFC2307AIX support, full LDAP compatibility for AIX is
provided. This full compatibility allows all AIX user and group
management commands to be compatible for use with LDAP
user and group accounts. The RFC2307AIX compatibility also
provides additional centralized management AlIX Encrypted File
System and AlX Enhanced Role Based Access Control
Attribute mapping — our service uses LDAP attribute mapping to
configure your AlX and Linux clients with the exact set of
attributes needed to support both environments

Access Control — we detail how ISDS groups or attributes can
be used to control login access to your AIX/Linux clients.
Troubleshooting — we provide documentation and AlX LDAP
Client — the AIX secldapcintd daemon is used to implement the
LDAP client on AlIX. Our service provides documentation and
knowledge transfer to ensure your AIX administrators are fully
versed in this solution

SSSD - this daemon is used on Linux systems to provide LDAP
client enablement. Our service provides documentation and
knowledge transfer to ensure your Linux administrators are
versed in this solution.

EWAS - install and configure the Embedded WebSphere
Application Server package used for Web-based LDAP GUI
administration

High Availability — this service provides the process for installing
and configuring ISDS replicas

Engagement Process

Consultant arranges prep call to discuss requirements,
scheduling, and agenda

Consultant works with client to install and configure LDAP
integration in client environment

Consultant provides advice on best practice implementation

Consultant works with client to test the LDAP functions most
important to the client

Consultant provides presentations to facilitate knowledge transfer

Deliverables

1.

2.

Presentation Slides — an electronic copy of all presentation
slides displayed during the engagement

Configuration documents — an electronic copy of all
configuration documents used during the engagement



Pass-through Authentication Network Topology
with Microsoft Active Directory and IBM Security Directory Server
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